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Automatic Immune Method of Malicious Code Attack
in Meteorological Disaster System

DING Shijie', ZHANG Zhiwei’ and XIE Jun'
(1. School of Business, Suzhou University, Suzhou 234000, China;
2. School of Informatics and Engineering, Suzhou University , Suzhou 234000, China)

Abstract: The prevention of malicious code in meteorological disaster system is the key content in this field. In
order to effectively alleviate and improve the security risks brought by malicious code to meteorological disaster sys-
tem, the automatic immune method of malicious code attack in meteorological disaster system is proposed. Firstly,
we identify and extract the dynamic characteristics of malicious code, code the dynamic characteristics, regard the
coding result as one of the sources of the immature recognizer, the immature recognizer gets the mature recognizer
after negative screening, and clone and mutate against the original recognizer with high affinity, so as to obtain the
next generation of recognizer with high affinity The obtained recognizer detected malicious code. Based on the results
of malicious code detection, dynamic immune rules are integrated, and the combined immune algorithm is intro-
duced to obtain the automatic immune model of malicious code in meteorological disaster system under the combina-
tion of host object set, behavior set and security policy, thus completing the automatic immune of malicious
code. Experimental results show that the algorithm can effectively alleviate and improve the security risks brought by
malicious code to meteorological disaster system, and has strong immune reliability.

Key words: meteorological disaster system; mobile malicious code; automatic immunity; dynamic

immunity rules



